Zyxel P330W router in Bridge + Client Mode

This guide is a simple, easy to understand how-to so that you can use your Zyxel P330W
router in Bridge + Client mode. Enough with the technical jargon already so I'll make it
simpler to understand. The end use of this whole process is going to be that you'll reduce
wires to your internet connection router. Let me explain the setup with the following
schematic:
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The dotted line from the internet router to the Zyxel P330W signifies a wireless
connection and the regular line from Zyxel P330W to Desktop / other device is a physical
LAN cable. This terminology will be used throughout this document. The wireless router,
unless otherwise mentioned will be the main router (yellow) and the Zyxel router will be,
well, Zyxel router (green).

If you get this setup working you can enjoy the comfort of a wirless connection while
reducing wires in your setup and still keep using your devices which need a LAN cable to
connect to the internet.

With the help of the following screenshots I'll explain the procedure of getting this setup.

First Step

The internet router at your home should have the SSID broadcast on. This is basically the
ID of your network which is visible when you are seeing the list of available networks. If
this is switched off (should be on by default in most cases), then you would not be seeing
your network in the list of available networks and you would be needing to connect any
new devices by specifying the name of the network.

This option will most probably be the settings tab of the wireless router.

Second Step

Now you need to go to the admin panel of the Zyxel router (192.168.1.1 by default, with
‘admin’ as username and ‘admin’ as password) and go to the LAN section. Now you need
to change the IP address of the router and the DHCP configuration. This is shown in the
following screenshot.

The IP of Zyxel is changed to an IP on the same subnet of the main router, which will not
be used. In this case, the IP range of the main router is 192.168.254.xx and
192.168.254.33 is chosen for the Zyxel modem.



ZyXEL

 erpm LAN Interface Setup

Operation Mode
This page is used to configure the parameters for local area network which connects to the LA port of your Router. Here you may change the setting for IP
LAt address, subnet mask, DHCP, etc.,

Password
IP Address: [192.1658.254.33

Status

B Wireless Subnet Mask: [255.255.255.0
fradvanced DHCP: [Disabled =

B administrator

Log out DHCP Client Range: |192 168.1.33 —|192 168.1.65 Show DHCP Client

Save Reset

Add DHCR Static Lease Client
MAC Address: l—
Lease IP Address: l—
Save Reset
current tatc Leaze Clent: | AG AGdFSEa ] [ asea AN [ Ssise
Delete Selected | Delete all

Reset |

Third Step

After the previous step is done, change the SSID of the Zyxel to match that of the internet
router. This is shown in the following screenshot. In this case, the original router’s name
was hemauday. Do not disable the access point (I.e. do not select disable access point)
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Operation Mode

This page is used to configure the parameters for wireless L&N clients which may connect to your fccess Point. Here you may change wireless encryption
LAt settings as well as wireless network parameters.

Password
™ Disable Access Point
Status

B Wireless Band: |2.4 GHz (B+G) ¥
mode: [Clent =]
Advanced Settings
Site Survey Network Type: |Infrastructure ¥

Security SSID: |hemauday
WDS Settings

Basic Settings

Channel Number: |11 =

Trusted Stations

B Advanced Associated Clients: _ Show Active Clisnts

E-Administrator

Save Reset

Log out

And hence the same was set in the Zyxel.

Fourth Step



Set the WPA key to be the same as the internet router. The kind of protection should also
be the exact same as the router. So for eg, the router has WPA - PSK - TKIP. So it is set to
the same in Zyxel. If it is WPA - PSK - AED, then it should be the same in Zyxel. The
following screenshot illustrates that:
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Operation Mode

LAN This page allows you to setup the wireless security, Turn on WEP or WPA by using Encryption Keys could prevent any unauthorized access to your wirgless
network,

Password .
Encryption: |[WPa 2 Set WWEP Key

Status

= wireless Note: When encryption WEP is selected, you must set WEP key value.

Basic Settings I™ Use 802.1x Authentication
Advanced Settings
§ & WEP 64bits T WEP 128bits

Site Survey

Security WPA Authentication Mode: ¢ Enterprise (RADIUS)  Personal (Pre-Shared Key)

WDS Settings WPA Cipher Suite: & Tglp © aAES
Trusted Stations

WPA(Pre-Shared Key) Format: |Passphrase h
Badvanced

B Administrator WPA Pre-Shared Key: [**+* #sa e

Log out L
Group Key Life Time: [86400 =14

I™ Enable Pre-authentication

Authentication RADIUS Server: Port|i=12 [P address Passwiord

Save Reset

Ofcourse, do not forget to save any changes ©

Fifth Step

Now in operation mode page, set the Zyxel to Brige Mode. Shown in the following
screenshot.
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Setup Wizard Operation Mode
Dperation Mode

LAN
|  Gataway! In this mode, the device is supposed to connect to internet via ADSL/Cable Modem., The NAT is enabled and

You can setup different modes to LAN and WLAN interface for NAT and bridging funckion.

PCsz in LAN ports share the same IP to ISP through WAN port, The connection type can be setup in WaAN page
Status by using PPPOE, DHCP client, PPTP client or static IP.
Efwireless % Bridge In this mode, all ethernet ports and wireless interface are bridged together and MAT function is disabled, Al
B Advanced the WaAN related function and firewall are not supparted.
EFAdministrator " \Wireless I1SP: In this mode, all ethernet ports are bridged together and the wireless client will connect to ISP access point.
The NAT is enabled and PCs in ethernet ports share the same [P to ISP through wireless LAN. You must set
Log out the wireless to client mode first and connect ta the ISP AP in Site-Survey page. The connection type can be

setup in WAN page by using PPPOE, DHCP client, PPTP client or static IP.

Save Reset

At this stage, after saving the changes Zyxel will reboot with the changes.



Sixth Step

Now, set Zyxel to DHCP client mode in Advanced->WAN Port. In this case, the DNS
has been set manually but you can leave it to Attain automatically and save changes.
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Setup Wizard

WAN Port Configuration

LAN This page is used to configure the parameters for Internet network which connects to the Wan port of your router, Here you may change the access method
to static IP, DHCP, PPPoE or PPTP by click the item value of WAN Access type.

Operation Mode

Password

Status WAN Access Type: |DHCP Client >
B wireless
Release IP | _Renew Ip |

B Advanced
Access Control " Aftain DNS Automatically

D ic DNS
ynamic & Set DNS Manually
DMz

Virtual Servers DNS 1: [z08.87 220,220
Epesiatiipplication DNS 2: [208.87.222.222

WAN Port

Ping DNS 3:
DoS Setting Clone MAC Address: 000000000000

Diagnostics -
Respond to WwAN Pin
B Administrator " 9

<1

Log out Enable URnP

<

Enable IPsec pass through on YPN connection

<

Enable PPTP pass through on VPN connection

Enable L2TP pass through an WPH cannection

Save Reset

Seventh Step

Now, go to Site survey and click refresh. Here you should see your router appear. Click
connect. It should say successfully connected. If not, you have not set something
correctly, start over again if you don’t what. If successfully connected, reboot Zyxel and
connect clients via the LAN ports! You’re all set ©
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Setup Wizard Wireless Site Survey
Operation Made
Lan This page provides tool to scan the wireless netwaork. If any Access Point or IBSS is found, you could choose to connect it manually when client mode is
enabled.
Password

ctatus [ ssm [ "essib [ channel [ Type [ Encrypt [ signal [ Select
hemauday 00:13:a33:5f:195:5¢ 11 (B+G) AP WRA-PSK 24 Lol

B-Wireless

Basic Settings Refresh Connect

Advanced Settings

Site Survey
Security
WDS Settings
Trusted Stations

E-Advanced

B Administrator

Log out



